HacTtpouka nopknwoueHun IP-tenedoHoB Yealink no
TexHosnorum OpenVPN

B Bepcusx npowmnekn TenedoHoB Yealink (Tonbko mogenn SIP-T26 n SIP-T28) X.60.14.5 u Bbilwe

nosiBMNach 3aMevyaTesnibHas BO3MOXHOCTb noakatodeHnsa k ATC no TtexHonorum OpenVPN.

Kak 310 paboTaeT? Mpwn BKOYEHWM TeNedoH cnepBa yCTaHaBANBAET 3aLUULLEHHbIN LUINGPOBAHHbIN

VPN-TyHHenb ¢ OpenVPN-cepeepoM, a 3aTeM BeCb r0JI0OCOBOM Tpaduk nepefaeT no 3TOMy TyHHeNo.
MoakntoyeHne yaaneHHbIx TenedoHoB rno OpenVPN peluaeT ciegyoowme 3agaqu:

YnpoueHne HacTponkun canepsona (Tpebyetca npobpocntb eanHCTBEHHLIN UDP nnam TCP nopT 1194)
e [lonHasa 6e30MacHOCTb M KOHPUAEHLMANIbHOCTbL NMeperoBopoOB;

e be3onacHocTb KopriopaTuBHOM ceTu oT SIP-aTak, MOCKONIbLKY He TpebyeTcsa oTKpbiBaTb SIP-

nopT 5060, KOTOpLIN Tak MOOBAT TenepoHHbIE XaKepbl.

HacTpoiika OpenVPN-cepBepa MOXXeT NoKa3aTbCs A0BOJ/IbHO MyApPEHHOW, HO NocTapaeMcs 06bACHUTb

ee Kak MOXHo HarnagHee. OHa COCTOUT U3 TpeX OCHOBHbIX 3Taros:
1. HacTtponka OpenVPN-cepsepa v co3gaHue ainos KOHPUrYPaLUN KINEHTa;

2. TecTupoBaHMe KOHMUTypaLUy KIMeHTa Ha yaaneHHoM MK 1 ycTaHOBKa yCreLwHoro

coeanHeHn4;

3. Moaudukaumns dhaiios HaCTPONKN KIMeHTa ansa TenedoHos Yealink, 3arpyska ux B TenedoH

1 yctaHoBka VPN-noaknito4eHnsa ¢ TenedoHa.

B naHHOM onucaHum npeanonaraetcs, 4To OpenVPN-cepsep 6yneT paboTaTb Ha KOMMbOTEPE C
apgpecom 192.168.0.2, onepauymoHHasa cuctema Windows 7 (kakast OC 3Ha4vyeHne He nmeet OpenVPN

ecTb Kak nog Windows, Tak n nog Linux).

[t : by
- NHTepHET -
oy L

PoyTep knueHTa PoyTep KomnaHum

WAN IP OHHUMEYECKHA WAN IP 92.93.94.95 ;

LAN IP 192.168.100.1 LAN IF 192.168.0.1
OpenVPN

a2 Cepeep KOMMaHKKU :E ’gg’ 1“6%“331'6““

IP 192.168.0.2 T

Yealink SIP-T28P
IP 192.168.100.100



YacTtb |. YcTaHoBKa auctpubytusa OpenVPN u co3paHue ceTeBOro Mocrta

1. 3arpy3uTte OpenVPN-cepBep oTciopa. icnonb3oBancs gann Windows Installer.

2. YcTaHoBuTe npunnoxxeHume. Bce onuun YCTaHOBKW OCTaBbTe MO YMOJZIHaHWIO. Ha sTane YCTaHOBKU

MoOsAABUTCS 3ampoc ycTaHOBKKM TAP-aganTepa. Cornawantecs.

-] BesonacHoce Windows é

YCTaHOBWUTE Nporpammioe obecneuen1e 4aR AaHHoro yerpoicTea?

= W TAP-Wind2 Provader V3 Cereswie agantepe
E' ¥agarens: OpenyPN Technologies, Inc.

Boeraa AoEepATE NPOTHIR LAMEAY cfecnEd e | Yeranoente He peranabAnEaTs ]
“UpenyPN Technologies, Inc.”.

# ChegyeT yoTARARAWEATE NPOTRIMMADE OEECNEHEHIE TOARKD TEX WEAITEALH, KOTOPRIK MOMHD JOBERATE. Kk yInaTe, Eaxos
Opofpassnee ohECAEsEHE AN8 yETRORCTE Mimne BE1onacHs YETAHORMTE

3. 3ananTte B CeTeBble NOAKJIIOYEHUSA U NeperIMeHynTe Co3gaHHoe ceTeBoe MNoAKIIIYEeHNE B
npocToe csioBo tap. 370 NnepenMeHoOBaHMe HaM nNoTpebyeTcs B fanbHenweM. UMeHHO K 3TOMy

nogkaoyeHuto npussasaH OpenVPN-cepsep.

IJ'F-I: PAOOUETE DTK.‘IMHEH“E CETEROMD WCTR :..-I.CTHJ ﬂuarh:crum MO SO RS I'Iepem.lem::: AHIE NDAKNKYEHWAR
84R CocT Amaa wem icToa
| & Mogensouesivne no nokanseod cema T Realtek PCle GEE Fary t
| Sy = "
l... eTeB0l Kkafens e NogLAHHEH TAP-Win32 Adapter ¥3

4. Tenepb crenyeT co3aaTtbh MoCT U3 ABYX UMEIOLMXCA CETEBbLIX MOAKIOYEHWNIA.

- Maggnsiussmis on AArsfssne Fafu | BB tap
;la Coeths | TINHIYMTE r! eTEROL CAKnrIYeH
. T Fealtel AR .!"-l TAP-ir

¥ Hacrpoiica mocra

BHuMmaHue! Mocne co3paHma MocTa noaKno4YeHUe No JIoOKaNlbHOM CeTU K KOMNbloTepy Oyaer

norepsaHo!


http://openvpn.net/index.php/open-source/downloads.html

-

:tlb 5

Megenioqesne No NokaNsHOR (BT k" tap CeTenoi Mot
! E CEvenod Kalians HE Noas e Certenoi kathenn HE NOILTHISEH

& Realtek PCle GBE Family Contraller 3 &= TAP-Win32 Adapter VI © MALC Bndge Miniport

5. Nogkno4nTech K KOMMbloTepy yA0bHbIM BaM cnocobom 1 3aHOBO HacTponTe IP-agpec co3gaHHOro

MOCTa, NOCKOJIbKY M3Ha4vasbHO OH ByAeT HacTpoeH Ha nosyyYeHune agpeca no DHCP. YcTaHoBNeH
appec 192.168.0.2.

ree— P i . !

b S TWKS MO GEA MR R Mepepenosanisg NOQKIKIHEHIR MpocaTp cocToR
1 U CeresoR moct - cooietea [ 2 |}
'. " - - - —l Cmunﬁ MOCT
Cate Bk HE NOAKNRIHEH rl Cete G
Ldapter V3 MAC erdgr Miniport

Ananreped:

ElpaffiepeiTe: 22arTepnd. KOTORME MY MCTIONBIODATE GAA . -

MIOEKIFGHBHIZA K KBMIGKTE0aM BAUSR ROHANGHIA CHTH Ceolicrea: NpoTokos Werepsera sepows 4 (TCR/TPw) L.?..w
B *uap —_—
1 P88 [yt e i R ENEHOR 58T e |

NMapar=Tpel [P HOryT AASHSISTECR BETOMATITIEINN, BLMAM (BT

N0 SEMRHESST STY BoasmenocTs. B npoTieron cnysss naparsTpe

r [P HOMHD NOMP4TE ¥ CETESOND AAMAHINCTRETOR.
Moy sTe [P-A0paC 38T THYEI

Horrior BHTE, WCNONETYErbiE 3THM N0 SRS

=T mn cated Micrecll @ MonoAeIonaTY CREROULAA [P -aapec:

B S Nneswmpoeusss nasetos GoS IP-appec: 192 . 188 . O .
b B Cryacia pocTyma K Safinam W npueTepas coTed Mico
Bl - Mpomoran Memeprema nepowm 5 (TCP/PVE)

) <& Mporroson PemepeieTa sepoas 4 TCP/1Pvd) ChoHOB-0N LSO 192 .168. O ., 1
B i Opaemep efs Tononora kananeHoro ypomns

X

Maom NOECETH: 135,235,155, 0

M i Ommeras ofsapyosss TONONONA KEHANSHOND YHOSHR | MHAYHTE A00eC DNG CEREEDa AETOMITHHE0M
B HofsI0BaTs Ched youuse aapecs DNS-censepoa:
Mpe A M-8 T 3t DS -cEpeen; 152 .068. 0 . 1

ANoTepHaTEHni DNSCepeen: . . .

r, " | MoaTeepasmTs napareTRs Npw BrToae

YacTsb Il. Co3paHua SSL-cepTtuchukatos CA, cepBepa U KJIMEHTa.

Mockonbky OpenVPN ncnonb3yet SSL-cepTudmrkaTbl 415 B3aMMHON ayTeHTUduKauum y3nios, crieayeTt
co3paThb pag cepTuUUKaToB:

¢ Ceptudukat Certificate Authority, T.e. KopHeBol cepTudunkaTt
* CepTudukaT Server, T.e. cepTudukaT cepsepa OpenVPN

¢ CepTtudukat Client, T.e. cepTudmkaTt kKnmeHTa (IP-TenedoHa)



BHumaHue! CeptudumkaTtbl CO30al0OTCA U3 KOMaHaHou cTtpokun Windows.

CnepyeT ucnosnb3oBaTtb openssl Bepcuun 1

1. Cospanum KopHeson cepTudukart Certificate Authority (CA). NMepenante B nanky C:\program

files\OpenVPN\easy-rsa\ 1 B kKOMaHAHON CTpoKe BBeauTe init-config.

Y AamuHuctpartop: CAWindows\system32homd.exe

o | E |- ]

Microsoft Windows [Uersion 6.1.76011
(c? Kopnopauuna Maswkpocootr (Microsoft Corp.)>,. Z200%. Bce npaBsa SaUMUEHH.

C:sllzerssIgorred Cisprogram filessOpenUPNseasy—rza™

C:swProgram FilessOpenUPNseaszv-rsarinit—config

C:swProgram FilessOpenUPNseazy—rsarcopy vars.hat.zample vars.hat
CHONUPOBAHO DAWADE = i.

C:“Program Files“0OpenlUPH“easy—rzatcopy openssl.cnf_sample openssl.cnf
He ypnaeTcA HAWTH YKAIAHHWH DadAa.

C:swProgram FilessOpenUPNseazuy—rsar_

2. OTpenakTuUpyinTe NnepeMeHHbIe B (haine vars.bat, KoTopbili ToXKe HaxoauTcs B nanke C:\program

files\OpenVPN\easy-rsa\. 115 pefakTuposaHua pekomeHayem ncnonb3osaTb Notepad++.




/ C:\U;Efs\.barun" pi

@ain Mpaeka [Mowck Bua  Kogwposkw Cwntakcne  Onuguw Mak)
' 2 |2 c|@ig| =

o= 8 g =

B varsbat E3

Zecho off

set HOME= \OpenVPN\easy-rsa
set KEY CONFIG—openssl.cnf

set KEY COUNTRY=US

EY PROVINCE=CZ

Y CITY=Moscow

set KEY ORG=Test

set KEYﬁEH‘AIL=EEEt@tEStI.r'J

PegakTupoBaTb NepeMeHHble HeobsizaTeNlbHO, HO »KefaTesibHO. B npnmepe yCcTaHOB/IEHbI 3HAYEHUS,

COOTBETCTBYIOLIME HaLLen KOMMaHUW, a Bbl LOJIKHbl YCTaHOBUTbL CBOW. MNocne 3Toro coxpaHute chan.

3. 3anycTtuTe KOMaHAHY CTPOKY OT UMeHN afMUHUCTPaTopa, B KOMaHOHOW CTPOKe
nocneposaTenbHO BBeanTe vars n clean-all (Cm. npouenypy co3gaHus cepTudukaTos B hanie

Readme.txt B nanke C:\program files\OpenVPN\easy-rsa\.)

BN Agmunuctparop: CAWindows\System32icmd.exe = | B |

Microsoft Windows [Uersion 6.1.76011]
(c) Kopnopauuna MadkpocodTt C(Microsoft Corp.), 2009. Bce npaBa 3awMWeHH.

C:sWindowsspstemd2 >cd C:sProgram Files (xB6>~0penUPNseasy-rsa
C:~Program Files <(x86>~0penUPN-easy-rzarvars

C:“Program Files <x86>~0penUPN~easy—-rsarclean—all
CMCTEME HE YMAETCA HAWTH YKA3IAHHBMH NYyThb.

He ypnaeTcA HAWTH YKAIAHHMH aka.

CHONMPOBAHO (GAaMADE: 5

CHONUMPOBAHO (AWADE: 1.

C:~Program Files (xB6>~0penUPN-easy-rzar

5. Beegute build-ca. 9Ta komaHAa co3pacT kopHeBon cepTudukaT CA B nanke c:\Program

Files\OpenVPN\easy-rsa\keys\, ncnonb3ys 3Ha4yeHusa n3 cdamnna vars.bat. Ha Bce Bonpochl



oTBeYalnTe Ha)xaTmem knaBuwmn Enter. B kayectee Common Name ykaxute nmsa cepsepa (xocta)
OpenVPN nnn nioboe noaxoasiuiee HasBaHMe. B npumepe- NpocTo server.

BN AamuHuctparop: ChiWindows\system32omd exe | = | E |—'ﬁ"-]

C:“Program Files“0OpenUPH-easy—rzaivars

C:“Program Files“0OpenUPHeasy—rzar*build—ca

WARNING: can't open config file: c-~opensszlsssl sopenssl.cnf
Loading ‘screen’ into random state — done

Generating a 1024 hit RSA private kew

You are about to be asked to enter information that will be incorporated
into vour certificate request.

What you are about to enter iz what is called a Distinguished Hame or a DM.
There are gquite a few fields but vou can leave szsome hlank

For zome fields there will he a default value,.

If you enter *.',. the field will bhe left hlank.

State or Province Name <full name) [DF]1:

Locality Mame <eg,. city? [Dnepropetrovskl]l:

Organization Mame <eg,. company) [3CH Ukrainel:

Organizational Unit Mame <eg, section)> [1:

Common Hame <eg. your name or your server’s hostname? [l:iserver
Mame [1:

Email Addressz [admin@3cx.com.ual:

C:“Program Files“0OpenUPH-easy—rsa’

6. CospanTe napameTpsl Diffie-Hellman. Beegute build-dh.

r

BN AamuHuctpatop: ChiWindows\system32omd.exe

C:swProgram FilessOpenUPNseazsy—rsarbhuild-dh

WARMING: can't open config file: c:o~opensslssslsopenssl.cnf
Loading *‘screen’ into random state - done

Generating DH parameters, 1024 hit long safe prime,. generator 2
This iz going to take a long time

C:wProgram FilessOpenUPNweazvy—rsar_

7. Co3pas cepTudgmkat CA, MOXXHO CO3[laTb CEPTUPMKAT XOCTa, HA KOTOPOM ycTaHoBNeHbl OpenVPN
(cepTudukaT cepsepa). IToT cepTudmnkaT byaet nognnucaH KopHeBbIM cepTudurkaTom CA.

BeenuTe build-key-server server. Ha Bonpocbl 0 noanmcaHum cepTudmrKaTa U Ha 3arpyske ero B
6a3y cepTudurkaToB oTBeTbTe y (yes). Common Name TakxXe yKaXxute server, s NpocToThl

peweHns.



BN Aamunuctparop: ChWindows\system32homd.exe | = | [E] |-—EI§—-]

C:“Program Files“0OpenUPN“easy—rza’*build-key—server server
WARMING: can't open config file: c:o~opensszlssslsopenssl.cnf
Loading ‘screen’ into random state — done

Generating a 1024 hit RSA private kew

You are about to be asked to enter information that will be incorporated
into vour certificate request.

What you are about to enter iz what is called a Distinguished Hame or a DM.
There are gquite a few fieldsz but you can leave zome hlank

For zsome fields there will he a default value.

If you enter *.',. the field will he left blank.

Country Mame <2 letter code>» [UA]:

State or Province NHame (full name> [DP]:

Locality Mame <eg,. city? [Dnepropetrovskl:

Organization Mame {eg,. company) [3CH Ukrainel:

Organizational Unit Mame <eg, section)> [1:

Common Hame €{eg. your name or your server’s hostname? [liserver
Mame [1:

Email Address [admin@3cx.com.ual:

Pleaze enter the following 'extra’ attributes

to he zent with your certificate reguest

A challenge password [1:

An optional company name []1:

WARNING: can't open config file: c:“openssl-sssl-openssl.cnf
Uzing configuration from openssl.cnf

Loading ‘screen’ into random state — done

Check that the request matches the signature

Signature ok

The Subject’s Distingu d Mame is as follows

countrydame ABLE:=*UA*

ztateOrProvinceName ABLE:*DP*

localityHame ABLE:*Dnepropetrovsk’
organizationMame ABLE:*3C¥ Ukraine’

commonMame ABLE:’zerver’

emailAddress : STRING:* admin@3cx.com.ua’
Certificate is to be certified wuntil Apr 29 21:57:33 2021 GHMHT <3650
Sign the certificate? [y nl:y

1 out of 1 certificate requests certified, commit? [y/nly
llrite out database with 1 new entries
Data Base Updated

C:“Program Files“0OpenlUPH“easy—rszal

8. Tenepb creHepupynTe cepTudmkaT knmeHTa. Beegnte build-key client. Common Name Takxe

ykaxuTe client.



BN AamuHuctparop: ChiWindows\system32omd.exe | = | = |-—E§—-]

C:swProgram FilessOpenUPNseazy—rsarbuild-key client

WARNING: can't open config file: c:“openssl-sssl-openssl.cnf
Loading *‘screen’ into random state — done

Generating a 1024 bit RSA private key

‘keyssclient . key’

You are about to he asked to enter information that will be incorporated
intoe wvour certificate request.

Ithat you are about to enter is what is called a Distinguished Name or a DN.
There are guite a few fields but vou can leave some blank

For zsome fields there will he a default value.

If vou enter *.°,. the field will he left hlank.

Country Hame {2 letter code> [UA]:

State or Province Name (full name> [DP1:

Locality Hame <{eg,. city> [Dnepropetrovskl]l:

Organization Mame <eg,. company? [3CHE Ukrainel:

Organizational Unit Hame {eg, section? [1:

Common Mame <eg, your name or your server’s hostname? [l:client
Mame [1:

Email Address [admin@3cx.com.ual:

Pleazse enter the following ‘extra’ attributes
to be sent with your certificate request
A challenge password [1:
An optional company name []1:
WARNING: can't open config file: co~opensszlssslsopenssl.cnf
Uzing configuration from openssl.cnf
Loading *screen’ into random state — done
Check that the request matches the signature
Signature ok
] Distingu

d Hame iz as follows
ABLE:="UA"*

ABLE:*DP’

ABLE: ' Dnepropetrovsk’
ABLE:*3CE Ukraine’

organizationHame
commonMame ABLE:‘client’

emallAddress STRING:* adminP@3cx.com.ua’

Certificate iz to be certified wuntil Apr 279 22:07:24 2021 GHT <3650
Sign the certificate? [y nl:y

a-Ra-Re-Re-Ra-2

TRTRTE TR

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated

C:wProgram FilessOpenUPNweazv—rsar_

9. Mocne 3Toro B nanke keys A0/KHbI NPUCYTCTBOBaTb BCe HeobxoAnMble cepTUUKaTHI.

® « Program Files » OpenWPM » easy-ria » keys v | 43
MHTE ¥ fJoGaenTe 8 GuEnuoTexy * DBuwmi gocTyn Hosaa nanka b

panHoe

rpY3ER

BAAEHHE MECTA o chiert

sBoumi cTon o SEFVE
s L

NHOTEEH serial

LBEC el wee tuk_aktr



YacTs lll. YcTaHOoBKa napamMmeTpoB KoHdpurypauum OpenVPN cepBepa

1. B nanke c:\Program Files\OpenVPN\sample-config\ oTkpoinTe chalin server.ovpn n ykaxuTe

cleaytoume napaMeTpsbl:

HUHHBHHBBHHHBARAH B AR R A A H R R R B R A AHH R R AR B A R BB AT R AHHH
# Sample OpenVPN 2.0 config file for #

# multi-client server. #

# #

# This file is for the server side #

# of a many-clients <-> one-server #

# OpenVPN configuration. #

# #

# OpenVPN also supports #

# single-machine <-> single-machine #
# configurations (See the Examples page #
# on the web site for more info). #

# #

# This config should work on Windows #
# or Linux/BSD systems. Remember on #
# Windows to quote pathnames and use #
# double backslashes, e.g.: #

# "C:\\Program Files\\OpenVPN\\config\\foo.key" #
# #

# Comments are preceded with '#' or ;' #
HUHHBHHBBHHHBARAHH B AR R A A H R R H B R A AHH R AR AR R A R BB A H SR AHHH

# Which local IP address should OpenVPN
# listen on? (optional)

;local a.b.c.d

# Which TCP/UDP port should OpenVPN listen on?
# If you want to run multiple OpenVPN instances
# on the same machine, use a different port

# number for each one. You will need to

# open up this port on your firewall.

port 1194

# ncnonb3yem CTaHOAPTHLIA NOPT

# TCP or UDP server?
;proto tcp
proto udp



# ncnonb3yem nportokon UDP

# "dev tun" will create a routed IP tunnel,

# "dev tap" will create an ethernet tunnel.

# Use "dev tap0Q" if you are ethernet bridging
# and have precreated a tap0 virtual interface
# and bridged it with your ethernet interface.
# If you want to control access policies

# over the VPN, you must create firewall

# rules for the the TUN/TAP interface.

# On non-Windows systems, you can give

# an explicit unit number, such as tunO.

# On Windows, use "dev-node" for this.

# On most systems, the VPN will not function
# unless you partially or fully disable

# the firewall for the TUN/TAP interface.

dev tap

;dev tun

# ncnonb3yem TyHHenb Ethernet, 1.k. Mbl coO3paBanu ceTeBOW MOCT

# Windows needs the TAP-Win32 adapter name
# from the Network Connections panel if you

# have more than one. On XP SP2 or higher,

# you may need to selectively disable the

# Windows firewall for the TAP adapter.

# Non-Windows systems usually don't need this.

dev-node tap

# ncnonb3lyeMm MM, Ha3HauYeHHoe BupTyasibHoMy OpenVPN-apanTtepy B | yactm.

# SSL/TLS root certificate (ca), certificate

# (cert), and private key (key). Each client

# and the server must have their own cert and

# key file. The server and all clients will

# use the same ca file.

#

# See the "easy-rsa" directory for a series

# of scripts for generating RSA certificates

# and private keys. Remember to use

# a unique Common Name for the server

# and each of the client certificates.

#

# Any X509 key management system can be used.
# OpenVPN can also use a PKCS #12 formatted key file



# (see "pkcsl2" directive in man page).

ca "c:\\Program Files\\OpenVPN\\easy-rsa\\keys\\ca.crt"

cert "c:\\Program Files\\OpenVPN\\easy-rsa\\keys\\server.crt"

key "c:\\Program Files\\OpenVPN\\easy-rsa\\keys\\server.key" # This file should be kept secret

# ncnonb3yeMm nytu K hannam ceptudumkaToB. ObpaTuTe BHUMaHUe Ha ABOWHbIE \\ U

KaBbl4yKu!

# Diffie hellman parameters.

# Generate your own with:

# openssl dhparam -out dh1024.pem 1024

# Substitute 2048 for 1024 if you are using

# 2048 bit keys.

dh "c:\\Program Files\\OpenVPN\\easy-rsa\\keys\\dh1024.pem"

# ncnonb3yem nyTb K hanny napametpos DH

# Configure server mode and supply a VPN subnet

# for OpenVPN to draw client addresses from.

# The server will take 10.8.0.1 for itself,

# the rest will be made available to clients.

# Each client will be able to reach the server

# on 10.8.0.1. Comment this line out if you are

# ethernet bridging. See the man page for more info.
;server 10.8.0.0 255.255.255.0

# Ucnonb3yetca Ethernet-moct

# Maintain a record of client <-> virtual IP address
# associations in this file. If OpenVPN goes down or
# is restarted, reconnecting clients can be assigned
# the same virtual IP address from the pool that was
# previously assigned.

ifconfig-pool-persist ipp.txt

# Configure server mode for ethernet bridging.

# You must first use your 0OS's bridging capability
# to bridge the TAP interface with the ethernet

# NIC interface. Then you must manually set the
# IP/netmask on the bridge interface, here we

# assume 10.8.0.4/255.255.255.0. Finally we

# must set aside an IP range in this subnet

# (start=10.8.0.50 end=10.8.0.100) to allocate

# to connecting clients. Leave this line commented



# out unless you are ethernet bridging.
server-bridge 192.168.0.2 255.255.255.0 192.168.0.100 192.168.0.254

# B npuMmepe apgpec cepeepa OpenVPN 192.168.0.2, macka 255.255.255.0

# nyn appecos, KoTopble 6yayT BbigaBaTbcs VPN noaknio4yeHUsM KJIMEHTOB (TenedoHOoB)
192.168.0.100-192.168.0.254

# NCKJIIOYMTe 3TU aapeca U3 nyJsia aapecos cBoero kopnopatusHoro DHCP cepsepa!

# Configure server mode for ethernet bridging

# using a DHCP-proxy, where clients talk

# to the OpenVPN server-side DHCP server

# to receive their IP address allocation

# and DNS server addresses. You must first use
# your OS's bridging capability to bridge the TAP
# interface with the ethernet NIC interface.

# Note: this mode only works on clients (such as
# Windows), where the client-side TAP adapter is
# bound to a DHCP client.

;server-bridge

# Push routes to the client to allow it

# to reach other private subnets behind
# the server. Remember that these

# private subnets will also need

# to know to route the OpenVPN client

# address pool (10.8.0.0/255.255.255.0)
# back to the OpenVPN server.

;push "route 192.168.10.0 255.255.255.0"
;push "route 192.168.20.0 255.255.255.0"

# To assign specific IP addresses to specific

# clients or if a connecting client has a private

# subnet behind it that should also have VPN access,
# use the subdirectory "ccd" for client-specific

# configuration files (see man page for more info).

# EXAMPLE: Suppose the client

# having the certificate common name "Thelonious"
# also has a small subnet behind his connecting

# machine, such as 192.168.40.128/255.255.255.248.
# First, uncomment out these lines:

;client-config-dir ccd

;route 192.168.40.128 255.255.255.248



# Then create a file ccd/Thelonious with this line:
# iroute 192.168.40.128 255.255.255.248

# This will allow Thelonious' private subnet to

# access the VPN. This example will only work
# if you are routing, not bridging, i.e. you are

# using "dev tun" and "server" directives.

# EXAMPLE: Suppose you want to give

# Thelonious a fixed VPN IP address of 10.9.0.1.
# First uncomment out these lines:
;client-config-dir ccd

;route 10.9.0.0 255.255.255.252

# Then add this line to ccd/Thelonious:

# ifconfig-push 10.9.0.1 10.9.0.2

# Suppose that you want to enable different

# firewall access policies for different groups

# of clients. There are two methods:

# (1) Run multiple OpenVPN daemons, one for each
# group, and firewall the TUN/TAP interface

#  for each group/daemon appropriately.

# (2) (Advanced) Create a script to dynamically

# modify the firewall in response to access

#  from different clients. See man

#  page for more info on learn-address script.

;learn-address ./script

# If enabled, this directive will configure

# all clients to redirect their default

# network gateway through the VPN, causing

# all IP traffic such as web browsing and

# and DNS lookups to go through the VPN

# (The OpenVPN server machine may need to NAT
# or bridge the TUN/TAP interface to the internet
# in order for this to work properly).

;push "redirect-gateway defl bypass-dhcp"

# Certain Windows-specific network settings

# can be pushed to clients, such as DNS

# or WINS server addresses. CAVEAT:

# http://openvpn.net/faq.html#dhcpcaveats

# The addresses below refer to the public

# DNS servers provided by opendns.com.


http://openvpn.net/faq.html#dhcpcaveats

push "dhcp-option DNS 192.168.0.1"
;push "dhcp-option DNS 208.67.220.220"

# HasHavaeM knueHTam no DHCP appec ceoero DNS cepBepa

# MOXXHO Ha3Ha4uTb u apyrue onuun DHCP

# Uncomment this directive to allow different
# clients to be able to "see" each other.

# By default, clients will only see the server.
# To force clients to only see the server, you
# will also need to appropriately firewall the
# server's TUN/TAP interface.

client-to-client

# paspewaem knueHTam (TenedoHaM) cBA3bLIBATLCA APYr C APYFOM HanNnpsaMylo

# Uncomment this directive if multiple clients

# might connect with the same certificate/key

# files or common names. This is recommended
# only for testing purposes. For production use,
# each client should have its own certificate/key
# pair.

#

# IF YOU HAVE NOT GENERATED INDIVIDUAL

# CERTIFICATE/KEY PAIRS FOR EACH CLIENT,

# EACH HAVING ITS OWN UNIQUE "COMMON NAME",
# UNCOMMENT THIS LINE OUT.

duplicate-cn

# paspewaem TenecpoHaM UCNOJNIb30BaTbh €AUHCTBEHHbIA OOLWMIA cepTUdUKAT, KOTOpPbIN Obin

creHepupoBaH B Hactu Il

# 3TO MeHee 6e30MacHO, HO 3HAYUTEJIbHO ynpouwaeT BeCb npouecc

# The keepalive directive causes ping-like

# messages to be sent back and forth over

# the link so that each side knows when

# the other side has gone down.

# Ping every 10 seconds, assume that remote
# peer is down if no ping received during

# a 120 second time period.

keepalive 10 120

# For extra security beyond that provided
# by SSL/TLS, create an "HMAC firewall"



# to help block DoS attacks and UDP port flooding.
#

# Generate with:

# openvpn --genkey --secret ta.key

#

# The server and each client must have

# a copy of this key.

# The second parameter should be '0'

# on the server and '1' on the clients.

;tls-auth ta.key 0 # This file is secret

# Select a cryptographic cipher.

# This config item must be copied to

# the client config file as well.

;cipher BF-CBC # Blowfish (default)
;cipher AES-128-CBC  # AES

;cipher DES-EDE3-CBC # Triple-DES

# Enable compression on the VPN link.
# If you enable it here, you must also
# enable it in the client config file.

;comp-lzo

# The maximum number of concurrently connected
# clients we want to allow.

;max-clients 100

# It's a good idea to reduce the OpenVPN
# daemon's privileges after initialization.
#

# You can uncomment this out on

# non-Windows systems.

;user nobody

;group nobody

# The persist options will try to avoid

# accessing certain resources on restart

# that may no longer be accessible because
# of the privilege downgrade.

;persist-key

;persist-tun

# Output a short status file showing

# current connections, truncated



# and rewritten every minute.

status openvpn-status.log

# By default, log messages will go to the syslog (or
# on Windows, if running as a service, they will go to
# the "\Program Files\OpenVPN\log" directory).

# Use log or log-append to override this default.

# "log" will truncate the log file on OpenVPN startup,
# while "log-append" will append to it. Use one

# or the other (but not both).

;log openvpn.log

;log-append openvpn.log

# Set the appropriate level of log

# file verbosity.

#

# 0 is silent, except for fatal errors

# 4 is reasonable for general usage

# 5 and 6 can help to debug connection problems
# 9 is extremely verbose

verb 3

# Silence repeating messages. At most 20
# sequential messages of the same message
# category will be output to the log.

;mute 20

2. CoxpaHuTe oTpefakTupoBaHHbIn hann B nanke c:\Program Files\OpenVPN\config\

3. YcTaHOBMTE aBTOMaTUYECKNIA 3anycKk gnsa cepsuca OpenVPN v 3anycTtuTe ero.
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4. YbepunTechb, 4TO CEPBUC CTapTOBaN ycnewHo. MNpoeepbTe aiin server.log B nanke c:\Program
Files\OpenVPN\log\.

D Lister - [=\Program Files\DpenVPNlogiserver.log] =r ﬂ

File Edit Options Encoding Help 100 %
Tue May 03 A2:20:42 2811 OpenUPH 2.2 .8 WindZ?-MSUC+s [S5L] [LZ02] built om Apr 26 -
2@

Tue Hay 63 82:28:42 2011 HOTE: when bridging wour LAN adapter with the TaP
adapter, note that the new bridge adapter will often take on its own IP address
that is different fron what the LAH adapter was previously set to

Tue Hay 03 A2:20:42 2811 WARNING: --ifconfig-pool-persist will not work with
——duplicate-cn

Tue Hay 63 B2:28:42 2811 HOTE: wour local LAN wses the extremely common subnet
address 192 .168.0.x or 192_168.1.x. Be aware that this might create routing
conflicts if you connect to the UPH server From public locations such as internet
cafes that wse the same subnet.

Tue Hay 83 82:20:42 2811 HOTE: OpenUPH 2.1 requires "—-script-security 2° or
higher to call user-defined scripts or executables

Tue Hay 63 82:20:43 2011 Diffie-Hellman initialized with 1024 bit key

Tue Hay 03 02:20:43 2011 TLS-Auth HTU parns [ L:157h D:138 EF:38 EB:0 ET:0 EL:D |
Tue Hay 0 02:20:43 2101 Socket Buffers: R=[8192->8192] 5-[8192->8192]

Tue Hay 03 A2:20:43 2&11 TAP-WIH3Z device [Cap] opened:

Wi ABLobal by 1PBAGT ah-E4CT-R419-8F 14-358DAFFSH538 ) . Lap

Tue Hay 63 82:20:43 2011 TAP-Win3Z Driver Wersion 9.8

Tue Hay 03 02:20:43 2011 TAP-Wind2 HTU-1500

Tue Hay 03 B2:20:43 2011 Sleeping For 18 seconds...

Tue Hay 03 A2:=20:53 2811 HOTE: FlushIpHetTable failed on interface [17]

{1PBAGT HA-ERCI-4R19-BF 14-358DAFFSA538) (status=1168) © JsemedT we wadnew.

Tue Hay 63 02:20:53 2011 Data Channel HTU parms [ L1574 D:1450 EF:W2 EB:135
ET:32 EL:@ AF:z3/1 ]

Tue Hay 03 02:20:53 2011 UDPuls link local (bound): [undef]: 1194

Tue Hay 03 A2:20:53 20711 UDPuk link renote: [undef]

Tue Hay @3 G62:20:58 2611 WULTI: multi_init called, r=256 u=2G6

Tue Hay 63 62:20:53 2011 IFCONFIC POOL: base=192 . 168.0.100 size=155

Tue Hay O3 82:20:53 2041 IFCONFIG PODL LIST

Tue Hay 0 @2:20:53 2011 Initialization Sequence Conpleted "




Yactb IV. YcTaHOBKa napaMeTpoB KoHdurypauun OpenVPN-knueHTa

1. B nanke c:\Program Files\OpenVPN\sample-config\ oTkpoinTe cann client.ovpn n ykaxxnte

cleaytoume napaMeTpsbl:

HUHHBHHBBHAH B R AR R A B HRHA BB AR BB A A H R AR HHRAHHBAAHSH
# Sample client-side OpenVPN 2.0 config file #

# for connecting to multi-client server.  #

# #

# This configuration can be used by multiple #

# clients, however each client should have #

# its own cert and key files. #

# #

# On Windows, you might want to rename this #

# file so it has a .ovpn extension #
HUHHBHHBBAHUHBRAH B R A HHRH AR R A R BB A A H R AR HHRAHHRAHHSH

# Specify that we are a client and that we
# will be pulling certain config file directives
# from the server.

client

# Use the same setting as you are using on
# the server.

# On most systems, the VPN will not function
# unless you partially or fully disable

# the firewall for the TUN/TAP interface.

dev tap

;dev tun

# Windows needs the TAP-Win32 adapter name
# from the Network Connections panel

# if you have more than one. On XP SP2,

# you may need to disable the firewall

# for the TAP adapter.

;dev-node MyTap

# Are we connecting to a TCP or

# UDP server? Use the same setting as
# on the server.

;proto tcp

proto udp



# The hostname/IP and port of the server.
# You can have multiple remote entries
# to load balance between the servers.
remote 92.93.94.95 1194

;remote my-server-2 1194

# yKa>kute BHewHuM IP apgpec nnm DNS umsa Bawero cepsepa OpenVPN. 1 ykasan DDNS uma

Hawero oMCHOro cepsepa.

float

# ykaxkute napameTtp float, ecnm Baw poytep MeHsAeT NOPT UCXOAALLUX NAKETOB.

# B HawemMm poyTepe Zyxel HaGnlopanacb paHHaa 0COOGEHHOCTb, YTO BJIEKJI0 K NnpoSnemam

B3aMMHOM ayTeHTU(dPUKauumn. CM. soKyMmeHTauuio K OpenVPN.

# Choose a random host from the remote
# list for load-balancing. Otherwise
# try hosts in the order specified.

;remote-random

# Keep trying indefinitely to resolve the

# host name of the OpenVPN server. Very useful

# on machines which are not permanently connected
# to the internet such as laptops.

resolv-retry infinite

# Most clients don't need to bind to
# a specific local port number.

nobind

# Downgrade privileges after initialization (non-Windows only)
;user nobody

;group nobody

# Try to preserve some state across restarts.
persist-key

persist-tun

# If you are connecting through an

# HTTP proxy to reach the actual OpenVPN
# server, put the proxy server/IP and

# port number here. See the man page

# if your proxy server requires

# authentication.



;http-proxy-retry # retry on connection failures

;http-proxy [proxy server] [proxy port #]

# Wireless networks often produce a lot
# of duplicate packets. Set this flag
# to silence duplicate packet warnings.

;mute-replay-warnings

# SSL/TLS parms.

# See the server config file for more
# description. It's best to use

# a separate .crt/.key file pair

# for each client. A single ca

# file can be used for all clients.

ca "c:\\Program Files\\OpenVPN\\easy-rsa\\keys\\ca.crt"
cert "c:\\Program Files\\OpenVPN\\easy-rsa\\keys\\client.crt"
key "c:\\Program Files\\OpenVPN\\easy-rsa\\keys\\client.key"

dh "c:\\Program Files\\OpenVPN\\easy-rsa\\keys\\dh1024.pem"

# ncnonb3yeMm nytu K hannam ceptudumkaToB. ObpaTuTe BHUMaHUe Ha ABOWHbIE \\ U

KaBbl4yKu!

# B BAHHOM cynyvyae yCTaHaBJIMBaeM KJIMEHTCKYIO 4acTb OpenVPN Ha apyrou KkoMmnbsiotep ana

TEeCTUPOBaHUA CBA3M

# npv ncnonb3oBaHum IP TenecdoHa 3T nyTn 6yayT oTamnyarTbesa!

# NyTU BNA KaXk[ou Mapku TenedoHa OT/IMYAIOTCA, CM. NOACHEHUA panee.

# Verify server certificate by checking

# that the certicate has the nsCertType

# field set to "server". This is an

# important precaution to protect against

# a potential attack discussed here:

# http://openvpn.net/howto.html#mitm
#

# To use this feature, you will need to generate
# your server certificates with the nsCertType
# field set to "server". The build-key-server

# script in the easy-rsa folder will do this.

ns-cert-type server


http://openvpn.net/howto.html#mitm

# If a tls-auth key is used on the server
# then every client must also have the key.
;tls-auth ta.key 1

# Select a cryptographic cipher.
# If the cipher option is used on the server
# then you must also specify it here.

;cipher x

# Enable compression on the VPN link.
# Don't enable this unless it is also
# enabled in the server config file.

;comp-lzo

# Set log file verbosity.

verb 3

# Silence repeating messages

;mute 20

2. CoxpaHuTe dann B nanke c:\Program Files\OpenVPN\config\. [Manka goskHa nMeTb NpMMEPHO

Takon Bua,.
wili goce (C1) v Program Files » OpenWPN » config - |
sEnTe & GubnmaTtecy * OBwimi goctyn = Hosan nanxa

client
SErGET

hisl
opeEnVpn-status
README

YacTtb V. TectupoBaHue VPN-noaknioyeHus
1. YcTaHoBuTe Ha apyron KoMmnbtoTep (VPN kaneHT) nakeT OpenVPN oTtcrona.
2. Ha NHTepHeT-poyTepe onybankynte nopt UDP 1194. B npumepe onybanMkKoBaH 3TOT NMopT ANA

BHyTpeHHero IP agpeca 192.168.0.2, Ha KOTOPOM yCcTaHoBJieHbl cepBepbl OpenVPN. MNMpumep ansa

Zyxel.


http://openvpn.net/index.php/open-source/downloads.html

% Meblwork = HAT > Port Forwarding

Rule Setup

e ¥ Bctive
Sarvice Hame OipenBh
Pratocol uok -
Wireless LAN Exfternal Start Port 1194 End Port
NAT Internal Port Start 1194 End Port
B Securily Sarver [P Address 152.168.0.2

[Back | [ Apply | | Cancel

3.C cepBepHOro KoMnbrOTEPA CKOI'II/IpyVITe B NAEHTUYHbIE ManKnN KIIMEHTCKOIro KOMMbOTEPa

cneayoume dannbl:

c:\Program Files\OpenVPN\easy-rsa\keys\client.crt

c:\Program Files\OpenVPN\easy-rsa\keys\client.key

c:\Program Files\OpenVPN\easy-rsa\keys\ca.crt

c:\Program Files\OpenVPN\config\client.ovpn

4. 3anycTnTte coefnHeHVe, Ha)KaB Ha MKOHKY OpenVPN GUI.

5. Ecnu BCe BbilLeyKa3aHHble MYHKTbI BbIMOJHEHbI Hagnexxawmum obpasom, VPN coeanHeHne [OJIKHO
YCTaHOBUTLCA N €My [OJDKEH BbITb NpUCBOEH IP-agpec 13 nyna, ykasaHHOro B KOHdUrypaumm

cepsepa B YacTwm Il

o [ B )

| -S|

5 OperVPH Connection (chent)
Cuani Siabe: Conpeciad

Tisa Wlay 03 03 5759 2007 Data Charrel Ercrepl Uang 160 b mescage hath SHAT lor HMAL sutherbc =
Tua Way 03 0357539 2001 D ata Charral Deciypl: Cpher 8F DB ralisized with 128 bl layp

Tus May 03 0357253 20011 D sta Charred Decypl: Unng 160 b# mezzage hash 'SHAT' for HMALC authenhic
Tue May 03 03.57:53 2001 Conbiod Chanret TLS#1, cipher TLS» 15503 DHE-ASA-AEEIEESHA, 1024 L
Tue May 03 0357:53 2011 [server) Peer Connection Intialed with 54.173.113. 1322711594

Tue May 02 035802 2011 SEMT COMTROL [serves| PUSH_REQUEST' [stahus=1]

Tue Moy 03 035802 2011 PUSH: Recerved contiol meszage: FLISH_REPLY dhoproption DHS 132 168.0
Tu May 03 035802 2001 OPTIONS IMPORT: timers ancd/or imesouls modified

Tusa May 03 035802 2001 OPTIONS |MPORT: -fconhig/up options modiied

Tusa Wag 03 035802 2007 OPTIONS IMPORT: ioubeelated optors modiied

Tua Way 03 035802 2007 OFTIONS IMPORT. -jpewin32 anddo -dhcp-ophon opliors modifed

Tue Way 03 03 5802 2017 TAPAWINIZ devics (Mo movsese 1o nocansson cety 3] opened: YA Globat
T ey 03 03 5802 2007 TAPWNI2 Dirves Veainon 98

Toae May 03 035602 2007 TAPYR3ZE MTU=1500

T May 03 03 58:02 2001 Noblisd TAPWIN32 derwer to p=t & DHCP 1P netmask: of 192,163 0.100/°255 25
Tus May D3 035E:02 2011 MOTE- FlushiphletT shile faled on interface [23] [312F4FC3A50 DA-4234-804E {
Tue My D3 035607 2001 TEST ROUTES: 0AD succeadad lans-1 rete] s=0 widsup

Tue May D2 035807 2011 Indiakraton Sequencs Completed

] in b

Reconnect |




Yactb VI. Moaucdukauusa KoHUrypaumm KJameHTa assa mcnonb3osaHus B IP
TenecgoHe n noarortoeka TAR-apxusa (tarball) pna tenedgoHa

lMocne Toro, Kak Mbl ycrnewHo npotectnpoBann VPN-coeanHeHNe Ha ABYX KOMMbOTEpPax, MOXKHO
NnepeHecTn 3Ty KOHpUrypauuto (pedb NaeT TOJbKO 0 KOHGUrypauum knmeHTa) B IP-tenedoH ¢

nogaep>xxkom OpenVPN. 1519 3TOro Hy>KHO:

*  y3HaTb U3 AOKYMEHTauumn K TenedoHy nyTu (B TenegoHe!), Mo KOTOpbIM A0/XKHbI BbITh

HanaeHbl hanibl KOHGUrypaunm
e MOANUUMPOBaTL haitsl KOHPUrypaunn KaneHTa

*  3aapxuBMpoBaTb an KOHPUTYypaLUN KINEHTA U CEPTUDPUKATLI KIIMEHTA B apXMB HYXKHOMO

¢dopmaTa
*  3arpy3mTb apxuB B TenedoH
* npoTecTupoBaTb NMoaksyeHne TenedoHa no OpenVPN K cepBepy

1. Ons TenecdoHoB Yealink 3arpy3suTb npumep KoHdurypaumum OpenVPN K1neHTa MOXKHO oTcioga uau

C CanTa Hawen koMnaHuun ipmatika.ru

2. OcobeHHOCTU KOHUrypauun OpenVPN ons Yealink:
*  apxmB KOHurypaumm nmeet nms client.tar

e hann koHdurypaumm OpenVPN kKnmeHTa Ha3lbiBaeTcA vpn.cnf (a oasa KoMnbloTepa 3TOT dann

Ha3biBaeTcA client.ovpn)
* cepTudukaTbl n1exaT B narnke keys
e B (panne vpn.cnf nyTn, N0 KOTOPbIM TenedoH nweTt hanibl KOHUrypaumm, ciegyrowme:

ca /yealink/config/openvpn/keys/ca.crt
cert /yealink/config/openvpn/keys/clientl.crt
key /yealink/config/openvpn/keys/clientl.key

55L/TLS parms.

See the server config file for more
description. It's best to use

a separate .crt/.key file pair

for each client. & =2ingle ca

.
M e e e e o

B # file can be used for all clients.
=8 ca fyealink/config/openvpn/kevs/ca.crt
=9  pgert fyealink/config/openvpn/keva/clientl.crt

g0 kevy fyealink/config/openvpn/kevs/clientl.key


http://ipmatika.ru/support/faq/
http://www.yealink.co.uk/assets/Document-Downloads/Open%20VPN.zip

P.S. Onsa HoBbix TenedgoHos Yealink cepun T4 n W52, a Takxe BugeotenedoHa VP-530 nyTtn

cokpalleHbl 0o /config/openvpn/keys/...

3. Co3paem NycTon TEKCTOBLIN halial N BNUCbIBAaEM Tyaa CNenylowmn KOHGpUr:

client

dev tap

proto udp

remote 92.93.94.95

resolv-retry infinite

nobind

ca /yealink/config/openvpn/keys/ca.crt

cert /yealink/config/openvpn/keys/client_spb.crt
key /yealink/config/openvpn/keys/client_spb.key
dh /yealink/config/openvpn/keys/dh1024.pem

verb 3

mute 20

4. CoxpaHsieM chann nog nmeHem vpn.cnf
5. CkonuvpyeM € KIMeHTCKOoro KomnetoTepa nanky c:\Program Files\OpenVPN\easy-rsa\keys\.

6. Nanky keys v ¢ann vpn.cnf gobasbTe B apxus client.tar. 11 3T70ro 1 ncnonb3osan

apxuBaTop 7-Zip.

i Burn Few folder

keys wpn.onf

Hobasste x apuany

Kigaen

chert tar
PODMA T BB Lar -
YpopeHs CHCATHAR; EBas cxanan -

Yactb VII. 3arpyska TAR-apxusa (tarball) B IP -TtenecdoH u BknovyeHune VPN-
TYHHens

1. 3arpy3uTe B TenedoH NocaenHon BepCMio NpowmnBku. Ana TenecdoHos Yealink npowmnsku cnegyeTt

3arpy>xatb oTcioga.


http://ipmatika.ru/support/download/
http://7-zip.org/

2. Y6enuTech, 4TO Balla Mofesb TenedoHa nogaepxuneaet OpenVPN. Bepcunsa nNpoLlnMBKM - HE HUXKe

2.60.14.5.

3. 3angnte B Web-nHrtepdenc tenedoHa B pasgen Cetb > [LONOMHUTENIBHO.

4. B pa3gene VPN HaxMuTe yKakuTe pacnonoxxenHune ganna client.tar, cosganHoro B HYactu VI, n

Ha>xMnte AMnopT.

[T T

BT ]

@Dv e downloads b 3cTolc b client »

,l;,l ook chant
e

q

Pame

i loeys

| client.tar

.| vpnienf

File narme:  client.tar

iz w “
Date modified

03052011 2255
2011 1242

2011 3405

]
03

- | Al Files

Cpen 'l Cance

Craryc SIP-akaynT Td_-nvl_-.qu.:ul O T T bi
Wan-napt | LARPC-nopt | [onomarrenssc
uoe @ N File Uplaad
HmoneaoaaHwe BalkniaeHo -
120
HuTapean {amanzson:l~3600c) | Ovgamize »  Blew foldes
vian @ &, Local Dick (C)
WAN-ROPT  MCNOns3caaHie BukNOUEHD = i B RO T [F
& BD-ROM Drive (£
Vi L i | 8 BO-ROM Drive (+
USRPRIORITY o ¥ ﬂ BO-ROM Drve ﬂ.
£ BD-ROM Drive (1
Lﬂ.N-P‘E-ﬂI:IDT HonaneaoaaHue BalKNHAEHD -
VID 0 il e Metwork
1M 3K
USRPRIORITY 0 v
1 DREAM
Hactpoisa nopra @) {8 HOMESTORE
WAN-nopT ABTOONPERENE =
PC-LAN-MopT dETOONpEgens =
ven @ T|
VPN Mnoneaosaqiee BaiknieHo -
Jarpyzxa VPN Config Browse_ ]
HunopT

e ———————

5. Mocne nmnoptupoBaHng KoHpurypaumm, yctaHosute VPN Ucnonb3oBaHue - BKJloYeHo 1

HaxxMnTe NMoaTBEpPAUTD.

BHumaHue! Bknwuntb VPN-TyHHENb MOXKHO U Yepes 3KpaHHoe MeHIo TenecdoHa! Mpu atom

npenBapuTesibHO cnenyeT 3arpy3uTtb pann KoHdurypauuum client.tar.

6. Ecnm BCe nNpoLwsio ycnewHo, Ha skpaHe TenedoHa 3aroputca nigmkatop VPN.
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